API: LinkedIn OAuth Callback
Route URL
GET /api/auth/linkedin/callback
HTTP Method
GET
Purpose
Handles LinkedIn OAuth redirect after user approves/denies access. Creates or logs in user, issues a Sanctum token, and then redirects to the frontend with query params.
Step in Flow
Social login (LinkedIn). This is the LinkedIn redirect URI, not a frontend-initiated JSON API call.
Request Parameters
Query params (sent by LinkedIn):
· code (string, required)
Authorization code returned by LinkedIn.
· error (string, optional)
Present if the user cancels or LinkedIn returns an error.
· state (string, optional)
Standard OAuth state parameter.
What the API returns
This endpoint does not return JSON. It redirects to the frontend.
Success redirect (existing user)
Redirect to frontend /signin with query params:
· linkedin-openid: success or incomplete
· token: Sanctum token
· user: URL-encoded JSON object
· signup_via: user email
· current_step: numeric step from candidate_signup_steps (default 2)
· is_password_set: true or false
Example redirect (in code-style, not literal URL):
<frontend_url>/signin?linkedin-openid=success&token=...&user=...&signup_via=...&current_step=4&is_password_set=true
Success redirect (new user)
Redirect to frontend /signup with query params:
· linkedin-openid: incomplete
· token: Sanctum token
· user: URL-encoded JSON object
· signup_via: user email
· current_step: default 2
· message: “Please complete your profile to continue.”
· is_password_set: false
Error redirect
Redirects to /signin with:
· linkedin-openid: error
· message: error message
· error: LinkedIn error (if provided)
Frontend Usage (IMPORTANT)
· React should not call this directly via fetch.
· Instead, LinkedIn is configured to redirect users here after OAuth.
· The frontend should parse the query params on /signin or /signup, then:
· Store the token (e.g., in memory or secure storage).
· Deserialize the user and update auth state.
· If current_step is incomplete, route the user to the appropriate onboarding step.
Authentication Required
No. This is a public OAuth callback.
Special Logic
· Creates a user if none exists (user_type = candidate).
· Inserts a CandidateSignupStep with current_step = 2.
· Attempts to download the LinkedIn avatar and store it locally.
· Determines whether the profile is complete based on current_step and passes that to the frontend.
· Issues a Sanctum token (LinkedInLogin).

API: Google Login (Token Exchange)
Route URL
POST /api/auth/google
HTTP Method
POST
Purpose
Accepts a Google access token, fetches Google profile data, creates or updates the user, and returns a Sanctum token and onboarding status.
Step in Flow
Social login (Google). Used by frontend after getting an access token from Google.
Request Parameters
Body:
· access_token (string, required)
Google OAuth access token.
JSON Example Request
{
  "access_token": "ya29.a0AfH6SM..."
}
What the API returns
Success Response
Returns JSON with:
· status: success or incomplete
· token: Sanctum token
· step: numeric step from candidate_signup_steps
· is_password_set: boolean
· user: full user record
Example:
{
  "status": "incomplete",
  "token": "1|2Qx....",
  "step": 2,
  "is_password_set": false,
  "user": {
    "user_id": 123,
    "email": "user@example.com",
    "user_type": "candidate",
    "created_source": "google"
  }
}
Error Responses
· Missing token (HTTP 400)
{
  "status": "error",
  "message": "Access token missing"
}
· Invalid Google token (HTTP 401)
{
  "status": "error",
  "message": "Invalid Google token"
}
Frontend Usage (IMPORTANT)
· React obtains Google OAuth access token (via Google Identity/SDK).
· Call this API with access_token.
· On success:
· Store token for authenticated requests.
· Use step to route the user to the correct onboarding step.
· Use status to decide if profile completion is needed.
· Use is_password_set to decide whether to prompt for a password.
Authentication Required
No.
Special Logic
· If user exists, updates google_id, user_name, created_source if missing.
· Creates user if not found and logs signup step (current_step = 2).
· Downloads Google profile image and stores filename in avatar.
· Issues a Sanctum token (googleLogin).

API: Set Password (LinkedIn flow)
Route URL
POST /api/set-password
HTTP Method
POST
Purpose
Allows a logged-in user who does not have a password yet to set one.
Step in Flow
Post-social-login setup (password creation).
Request Parameters
Body:
· new_password (string, required, min 6)
· new_password_confirmation (string, required)
Required because of Laravel confirmed rule.
JSON Example Request
{
  "new_password": "Secret123",
  "new_password_confirmation": "Secret123"
}
What the API returns
Success Response
{
  "status": "success",
  "message": "Password set successfully"
}
Error Responses
· Unauthorized (HTTP 401)
{
  "status": "error",
  "message": "Unauthorized"
}
· Already set (HTTP 400)
{
  "status": "error",
  "message": "Password already set"
}
· Validation error (HTTP 422) if password missing or too short.
Frontend Usage (IMPORTANT)
· Call after user logs in via LinkedIn and is_password_set is false.
· On success: show confirmation and allow user to continue to dashboard/onboarding.
Authentication Required
Yes. Requires auth:sanctum.
Special Logic
· Rejects if a password already exists.
· Updates password_hash and sets is_password_set = true.

API: Set Initial Password (General)
Route URL
POST /api/set-initial-password
HTTP Method
POST
Purpose
Allows a logged-in user without a password to set one (min length 8). Similar to set-password but with a stricter rule.
Step in Flow
Post-social-login or initial setup (password creation).
Request Parameters
Body:
· new_password (string, required, min 8)
· new_password_confirmation (string, required)
JSON Example Request
{
  "new_password": "LongerSecret123",
  "new_password_confirmation": "LongerSecret123"
}
What the API returns
Success Response
{
  "status": "success",
  "message": "Password set successfully"
}
Error Responses
· Unauthorized (HTTP 401)
{
  "status": "error",
  "message": "Unauthorized"
}
· Already set (HTTP 400)
{
  "status": "error",
  "message": "Password already set"
}
· Validation error (HTTP 422) if password missing or too short.
Frontend Usage (IMPORTANT)
· Use when onboarding flow requires user to create a password and is_password_set is false.
· Store success state and continue to next onboarding step.
Authentication Required
Yes. Requires auth:sanctum.
Special Logic
· Same as set-password, but minimum password length is 8.

Auth Notes
Routes inside Route::middleware('auth:sanctum') require Authorization: Bearer <token>.

API: Register Initiate (OTP start)
Route URL: /api/register/initiate
HTTP Method: POST
Purpose: Starts registration; validates email/phone + password and issues OTP in temp_users.
Step in Flow: Signup Step 1 (OTP request)
Request Parameters:
· signup_via (string, required) email or 10-digit phone
· password (string, required) min 8, mixed case, numbers, symbols
· wp (string, optional) defaults to no
Request Example:
{
  "signup_via": "user@example.com",
  "password": "StrongPass@1",
  "wp": "no"
}
Success Response:
{
  "status": "success",
  "message": "OTP sent",
  "otp": 123456,
  "tempuser": { "...": "TempUser record" }
}
Error Response (existing user):
{
  "status": "error",
  "message": "User already exists."
}
Frontend Usage: Call when user submits email/phone + password to begin signup. If status is pending, show OTP screen.
Authentication: Not required
Special Logic: Max 5 OTP requests; if OTP is pending and not expired, returns status: pending and step otp_verification.

API: Register Initiate Page (debug)
Route URL: /api/register/initiate-page
HTTP Method: GET
Purpose: Returns latest TempUser record (debug view).
Step in Flow: Dev/Debug
Request Parameters: None
Success Response:
{
  "status": "success",
  "message": "Initiate registration endpoint",
  "data": { "...": "TempUser" }
}
Error Response:
{
  "status": "error",
  "message": "No records found in TempUser table",
  "data": null
}
Frontend Usage: Not typical for production UI.
Authentication: Not required
Special Logic: Debug helper only.

API: Verify OTP
Route URL: /api/register/verify
HTTP Method: POST
Purpose: Verifies OTP and creates the User + CandidateSignupStep.
Step in Flow: Signup Step 2 (OTP verification)
Request Parameters:
· signup_via (string, required) email or phone
· otp (string, required) 6 digits
Request Example:
{
  "signup_via": "user@example.com",
  "otp": "123456"
}
Success Response:
{
  "status": "success",
  "message": "User created",
  "user": { "...": "User record" }
}
Error Response:
{
  "status": "error",
  "message": "Invalid OTP or already used"
}
Frontend Usage: Call after user enters OTP. On success, proceed to basic info.
Authentication: Not required
Special Logic: Creates CandidateSignupStep with current_step = 2.

API: Verify OTP Page (debug)
Route URL: /api/register/verify-page
HTTP Method: GET
Purpose: Returns TempUser records, optionally by signup_via.
Step in Flow: Dev/Debug
Request Parameters:
· signup_via (string, optional) filter
Success Response:
{
  "status": "success",
  "message": "Verify OTP endpoint",
  "data": [ { "...": "TempUser" } ]
}
Frontend Usage: Not typical for production UI.
Authentication: Not required

API: Basic Info Page
Route URL: /api/register/basic-info-page
HTTP Method: GET
Purpose: Fetch candidate basic info using token or identifier.
Step in Flow: Signup Step 3 (Basic info screen)
Request Parameters:
· email (string, optional)
· phone (string, optional)
Success Response:
{
  "status": "success",
  "message": "Basic info loaded successfully",
  "candidate": { "...": "Candidate data or false" }
}
Frontend Usage: Call to prefill the basic info form.
Authentication: Optional (uses bearer token if present).
Special Logic: If no identifier, it tries bearer token.

API: Basic Info Submit
Route URL: /api/register/basic-info
HTTP Method: POST
Purpose: Saves candidate basic info and advances signup to step 3.
Step in Flow: Signup Step 3 (Basic info submit)
Request Parameters:
· full_name (string, required)
· email (string, required)
· phone (string, required)
· highest_education_level (string, required)
· current_country_name (string, required)
· current_city_name (string, required)
· profile_type (string, required) fresher|experienced
· total_experience_years (int, optional)
· total_experience_months (int, optional)
Request Example:
{
  "full_name": "Alex Doe",
  "email": "alex@example.com",
  "phone": "9998887776",
  "highest_education_level": "UG",
  "current_country_name": "India",
  "current_city_name": "Pune",
  "profile_type": "experienced",
  "total_experience_years": 3,
  "total_experience_months": 2
}
Success Response:
{
  "message": "Profile completed successfully",
  "token_type": "Bearer",
  "user": {
    "user_id": 123,
    "highest_education_level": "UG",
    "profile_type": "experienced"
  },
  "token": "..."
}
Frontend Usage: Call after basic info form submit. Store token for next steps.
Authentication: Not required
Special Logic: Validates experience rules when profile_type=experienced. Sets CandidateSignupStep to current_step = 3.

API: Login Page
Route URL: /api/login
HTTP Method: GET
Purpose: Returns user data if already logged in.
Step in Flow: Login status check
Request Parameters: None
Success Response:
{
  "status": "success",
  "message": "Login endpoint",
  "$data": { "...": "User" }
}
Error Response:
{
  "status": "error",
  "message": "Unauthorized"
}
Authentication: Required

API: Login Post (JSON)
Route URL: /api/login-post
HTTP Method: POST
Purpose: Email/phone login; returns token and signup step status.
Step in Flow: Login
Request Parameters:
· username (string, required) email or phone
· password_hash (string, required) plaintext password in request
Request Example:
{
  "username": "user@example.com",
  "password_hash": "StrongPass@1"
}
Success Response (complete):
{
  "status": "success",
  "message": "Login successful",
  "token_type": "Bearer",
  "token": "...",
  "user": { "...": "User" },
  "redirect": "/api/candidate-dashboard",
  "profile_completed": true,
  "step": 0
}
Success Response (incomplete):
{
  "status": "incomplete",
  "step": 2,
  "next_step": "basic_info",
  "redirect": "/api/register/basic-info-page",
  "profile_completed": false,
  "token": "...",
  "user": { "...": "User" }
}
Frontend Usage: Call on login. If status=incomplete, route user to next step.
Authentication: Not required
Special Logic: Validates password complexity; uses CandidateSignupStep.

API: Login Post Page (password set flow)
Route URL: /api/login-post-page
HTTP Method: POST
Purpose: Login with support for accounts that don’t have a password yet.
Step in Flow: Login or Set Password Prompt
Request Parameters:
· username (string, required)
· password_hash (string, optional in some cases)
Success Response (no password):
{
  "status": "no_password",
  "message": "Please set password first",
  "signup_via": "user@example.com",
  "user_id": 123,
  "token_type": "Bearer",
  "token": "..."
}
Success Response (complete login):
{
  "status": "success",
  "message": "Login successful",
  "token_type": "Bearer",
  "token": "...",
  "user": { "...": "User" },
  "candidate": { "...": "Candidate" }
}
Authentication: Not required
Special Logic: If user has no password, returns a token for password setup.

API: Login Testing
Route URL: /api/login-testing
HTTP Method: POST
Purpose: Returns dummy token.
Step in Flow: Dev/Debug
Response:
{
  "status": "complete",
  "token": 12234546667785,
  "token_type": "Bearer"
}

API: Logout
Route URL: /api/logout
HTTP Method: POST
Purpose: Logs out and deletes all user tokens.
Step in Flow: Logout
Response:
{
  "response_code": 200,
  "status": "success",
  "message": "Successfully logged out"
}
Authentication: Required

API: Candidate Additional Detail Page
Route URL: /api/candidate/additional-detail-page
HTTP Method: GET
Purpose: Returns candidate + resume + skills + education + work experience.
Step in Flow: Signup Step 4 (Additional details page)
Success Response:
{
  "status": "success",
  "candidate": { "...": "Candidate" },
  "resume": { "...": "ResumeVersionLog" },
  "skills": [ { "...": "Skill" } ],
  "education": [ { "...": "Education" } ],
  "work_experience": [ { "...": "WorkExperience" } ]
}
Authentication: Required

API: Candidate Additional Detail Submit
Route URL: /api/candidate/additional-detail
HTTP Method: POST
Purpose: Upload resume, save skills, education, employment; marks signup complete.
Step in Flow: Signup Step 4
Request Parameters:
· resume (file, required if no existing resume)
· resume_headline (string, required)
· skill_name (string, required) comma-separated
· proficiency_level (string, optional)
· education (array, required)
· employment (array, optional)
Request Example:
{
  "resume_headline": "Frontend Engineer",
  "skill_name": "React,TypeScript,Redux",
  "education": [
    {
      "education_level": "ug",
      "degree": "B.Tech",
      "institution": "XYZ",
      "start_year": 2018,
      "end_year": 2022,
      "education_status": "completed",
      "gradingsystem": "cgpa",
      "score": "8.2"
    }
  ],
  "employment": [
    {
      "company_name": "Acme",
      "job_title": "Dev",
      "employment_status": "current",
      "start_date": "2023-01-01"
    }
  ]
}
Success Response:
{
  "message": "Resume uploaded and candidate updated successfully."
}
Authentication: Required
Special Logic: Normalizes grading system; validates score vs grading type; sets CandidateSignupStep to current_step = 4 and is_completed = 1.

API: Candidate Additional Info Page
Route URL: /api/candidate/additional-info-page
HTTP Method: GET
Purpose: Returns languages + job preference + candidate + user.
Step in Flow: Additional info screen
Success Response:
{
  "status": "success",
  "message": "Additional information retrieved successfully.",
  "data": {
    "languages": [],
    "jobpref": { "...": "JobPreference" },
    "candidate": { "...": "Candidate" },
    "user": { "...": "User" }
  }
}
Authentication: Required

API: Candidate Additional Info Submit
Route URL: /api/candidate/additional-info
HTTP Method: POST
Purpose: Updates personal info + languages + job preferences.
Step in Flow: Additional info submit
Request Parameters:
· date_of_birth (date, optional)
· gender (string, optional) male|female|other|prefer not to say
· languages (array, optional)
· preferred_employement_type (string, optional)
· prefered_shift (string, optional)
· current_ctc (number, optional)
· expected_ctc (number, optional)
· willing_to_relocate (string, optional) yes|no
· preferred_location (array, optional)
Success Response:
{
  "status": "success",
  "message": "Additional information saved successfully.",
  "languages": [ { "...": "LanguagesKnown" } ],
  "jobpref": { "...": "JobPreference" }
}
Authentication: Required
Special Logic: If willing_to_relocate=yes, preferred_location is required. Validates expected CTC >= current CTC.

API: Online Presence Page
Route URL: /api/candidate/online-presence-page
HTTP Method: GET
Purpose: Get profile photo + LinkedIn/GitHub/Website URLs.
Step in Flow: Online presence step
Success Response:
{
  "status": "success",
  "message": "Online Presence data retrieved successfully.",
  "data": {
    "profile_photo_url": "photo.jpg",
    "linkedin_url": "https://linkedin.com/...",
    "github_url": "https://github.com/...",
    "website_url": "https://..."
  }
}
Authentication: Required

API: Online Presence Submit
Route URL: /api/candidate/online-presence
HTTP Method: POST
Purpose: Upload profile photo and save social links.
Step in Flow: Online presence submit
Request Parameters:
· photo (file, optional)
· linkedin_url (url, optional)
· github_url (url, optional)
· website_url (url, optional)
Success Response:
{
  "message": "Profile photo and social links uploaded/updated successfully.",
  "profile_photo_url": "filename.jpg"
}
Authentication: Required
Special Logic: Creates ProfilePhotoVersionLog, saves SocialLink entries.

API: Review Info
Route URL: /api/candidate/review-page
HTTP Method: GET
Purpose: Returns profile sections + completion percentage.
Step in Flow: Review step before completion
Success Response:
{
  "status": "success",
  "completion_percent": 71,
  "candidate": { },
  "education": { },
  "employement": { },
  "languages": [ ],
  "links": [ ],
  "skills": [ ],
  "job_preference": { }
}
Authentication: Required

API: Complete Profile (GET)
Route URL: /api/candidate/complete-profile
HTTP Method: GET
Purpose: Returns candidate data for final screen.
Step in Flow: Completion
Success Response:
{
  "status": "success",
  "data": { "...": "Candidate" }
}
Authentication: Required

API: Complete Profile (POST)
Route URL: /api/candidate/complete-profile-post
HTTP Method: POST
Purpose: Final update (resume visibility).
Step in Flow: Completion submit
Request Parameters:
· resume_visibility (string, optional) public|recruiters|private
Success Response:
{
  "status": "success",
  "message": "Profile completed successfully 🎉",
  "data": { "...": "Candidate" }
}
Authentication: Required

API: Update Profile Type
Route URL: /api/update-profile-type
HTTP Method: POST
Purpose: Change fresher/experienced and total experience fields.
Step in Flow: Profile preferences
Request Parameters:
· profile_type (string, required) fresher|experienced
· total_experience_years (int, optional)
· total_experience_months (int, optional)
Success Response:
{
  "status": "success",
  "message": "Profile updated successfully",
  "data": { "...": "Candidate" }
}
Authentication: Required
Special Logic: Validates experience rules when experienced.

API: Resume Upload (versioned)
Route URL: /api/resumeUpload
HTTP Method: POST
Purpose: Upload resume file; maintains max 5 versions.
Step in Flow: Resume management
Request Parameters:
· resume (file, required) pdf/doc/docx
· default (string, optional) yes|no
Success Response:
{
  "message": "Resume uploaded successfully.",
  "data": { "...": "ResumeVersionLog" }
}
Authentication: Required
Special Logic: Keeps max 5 resumes; deletes oldest non-default.

API: Resumes List
Route URL: /api/resumes
HTTP Method: GET
Purpose: Lists resume versions.
Step in Flow: Resume management
Success Response:
{
  "status": "success",
  "data": [ { "...": "ResumeVersionLog" } ]
}
Authentication: Required

API: Set Default Resume
Route URL: /api/set-default/{rid}
HTTP Method: POST
Purpose: Marks resume as default.
Step in Flow: Resume management
Request Parameters:
· rid (path, required) resume_version_log_id
Success Response: No explicit body returned (status 200).
Authentication: Required
Special Logic: Clears previous default then sets new default.

API: Resume Download (default by candidate)
Route URL: /api/resumedownload/{candidate_id}
HTTP Method: GET
Purpose: Returns a public download URL for current user’s resume.
Step in Flow: Resume management
Success Response:
{
  "status": "success",
  "message": "Resume download link generated.",
  "download_url": "https://.../storage/resumes/..."
}
Authentication: Required
Special Logic: candidate_id path param is not used; it uses logged-in user.

API: Resume Download (specific resume id)
Route URL: /api/user-resumedownload/{rid}
HTTP Method: GET
Purpose: Returns download URL for a specific resume version.
Step in Flow: Resume management
Success Response:
{
  "status": "success",
  "message": "Resume download link generated.",
  "download_url": "https://.../storage/resumes/..."
}
Authentication: Required

API: Resume Preview
Route URL: /api/user-resumepreview/{rid}
HTTP Method: GET
Purpose: Streams the resume file inline (PDF).
Step in Flow: Resume preview
Response: File response, not JSON.
Authentication: Required

API: Delete Resume
Route URL: /api/resume-delete/{rid}
HTTP Method: POST
Purpose: Deletes resume version and updates default if needed.
Step in Flow: Resume management
Success Response:
{
  "status": "success",
  "message": "Resume deleted successfully."
}
Authentication: Required

API: Resume Headline Page
Route URL: /api/resume-headline-page
HTTP Method: GET
Purpose: Get resume headline.
Step in Flow: Resume headline section
Success Response:
{
  "message": "Resume headline page accessed successfully.",
  "candidate": { "resume_headline": "..." }
}
Authentication: Required

API: Resume Headline Create
Route URL: /api/resume-headline-post
HTTP Method: POST
Purpose: Save resume headline.
Step in Flow: Resume headline section
Request Parameters:
· resume_headline (string, required)
Success Response:
{
  "status": "success",
  "message": "Resume headline saved successfully",
  "candidate": { "rid": "encrypted", "resume_headline": "..." }
}
Authentication: Required
Special Logic: Returns encrypted rid.

API: Resume Headline Edit
Route URL: /api/resume-headline-edit/{rid}
HTTP Method: GET
Purpose: Fetch headline by encrypted candidate id.
Step in Flow: Resume headline edit
Success Response:
{
  "status": "success",
  "resume_headline": "..."
}
Authentication: Required

API: Resume Headline Update
Route URL: /api/resume-headline-update/{rid}
HTTP Method: POST
Purpose: Update resume headline.
Step in Flow: Resume headline edit
Request Parameters:
· resume_headline (string, required)
Success Response:
{
  "status": "success",
  "message": "Resume headline updated successfully",
  "data": { "rid": "encrypted" }
}
Authentication: Required

API: Resume Headline Delete
Route URL: /api/resume-headline-delete/{rid}
HTTP Method: POST
Purpose: Deletes resume headline.
Step in Flow: Resume headline edit
Success Response:
{
  "status": "success",
  "message": "Resume headline deleted successfully"
}
Authentication: Required

API: Profile Summary Page
Route URL: /api/profile-summary-page
HTTP Method: GET
Purpose: Get profile summary.
Step in Flow: Profile summary section

API: Profile Summary Create
Route URL: /api/profile-summary-post
HTTP Method: POST
Request Parameters:
· profile_summary (string, required)

API: Profile Summary Edit
Route URL: /api/profile-summary-edit/{pid}
HTTP Method: GET

API: Profile Summary Update
Route URL: /api/profile-summary-update/{pid}
HTTP Method: POST
Request Parameters:
· profile_summary (string, required)

API: Profile Summary Delete
Route URL: /api/profile-summary-delete/{pid}
HTTP Method: POST
Note: These follow the same pattern as Resume Headline (encrypted candidate id).

API: Career Profile Page
Route URL: /api/career-profile-page
HTTP Method: GET
Purpose: Fetch job preferences.
Step in Flow: Career profile

API: Career Profile Create / Update
Route URL: /api/career-profile-post
HTTP Method: POST
Purpose: Create job preferences.
Key Fields:
· career_objective (string, required)
· preferred_employement_type (array, optional)
· prefered_shift (string, required)
· current_ctc (number, required)
· expected_ctc (number, required)
· notice_period_days (int, required)
· preferred_location (array, optional)
· preferred_industries (string, required)
· current_fuctional_role (string, required)
· preferred_fuctional_area (string, required)
· preferred_fuctional_role (array, required)
Route URL: /api/career-profile-update/{cid}
HTTP Method: POST
Same validation and payload as create.

API: Career Profile Edit/Delete
Route URL: /api/career-profile-edit/{cid}
HTTP Method: GET
Purpose: Get Candidate Career profile Data.
Route URL: /api/career-profile-delete/{cid}
HTTP Method: POST
Purpose: Does not use anywhere in Project initially written but not needed.


API: Personal Details Page
Route URL: /api/personal-details-page
HTTP Method: GET
Purpose: Returns candidate + hobbies + references + languages.

API: Personal Details Create
Route URL: /api/personal-details-post
HTTP Method: POST
Key Fields (required):
· full_name, email, phone, date_of_birth
Optional: gender, marital_status, nationality, address fields, passport_number, visa_status, differently_abled, affirmative_category, hobby_name (array), references (array), languages (array).

API: Personal Details Edit/Update/Delete
Routes:
· /api/personal-details-edit/{pid} GET
· /api/personal-details-update/{pid} POST
· /api/personal-details-delete/{pid} POST
Note: Uses encrypted pid.

API: Skills (Add)
Route URL: /api/keyskill
HTTP Method: POST
Purpose: Adds candidate skill(s).
Key Fields:
· skill_name (string, required) can be comma-separated
· key_skill_id (int, optional)
· proficiency_level (string, optional) beginner|intermediate|advanced|expert
· skill_type (string, optional) defaults to other

API: Skills (List)
Route URL: /api/getskills
HTTP Method: GET
Returns candidate skills.

API: Skill Edit/Update/Delete
Routes:
· /api/editskill GET 
Purpose:written initially not used anywhere right now
· /api/updateskill/{kid} POST
Purpose:update candidate skill proficiency lavel
· /api/deleteskill/{kid} POST
· Purpose::Delete candidate skill


API: Key Skills Library
Route URL: /api/get-skills
HTTP Method: GET
Purpose: Lists all z_key_skills.
Route URL: /api/key-skills/category/{type}
HTTP Method: GET
Purpose: Filter skills by category/type.
Route URL: /api/key-skills/search
HTTP Method: GET
Purpose: Search skills (auth required).
Route URL: /api/public/key-skills/search
HTTP Method: GET
Purpose: Public search without auth.

API: Projects
Routes:
🔹 1. Get Projects
GET /api/get-project
Purpose:
Get all projects of logged-in user
Returns:
{
  "status": "success",
  "data": [
    {
      "pid": "encrypted_id",
      "project_title": "...",
      "project_role": "..."
    }
  ]
}
Errors:
· Unauthorized (401) 
· Candidate not found 

🔹 2. Create Project
POST /api/project
Purpose:
Add new project
Required Fields:
· project_title 
· project_role 
· start_date 
Returns:
{
  "status": "success",
  "message": "Project created successfully",
  "data": {
    "pid": "encrypted_id",
    ...
  }
}

🔹 3. Edit Project
GET /api/edit-project/{pid}
Purpose:
Get single project details
Returns:
{
  "status": "success",
  "resume_headline": {
    "project_title": "...",
    ...
  }
}
Errors:
· Project not found 
· Invalid ID 

🔹 4. Update Project
POST /api/update-project/{pid}
Purpose:
Update existing project
Returns:
{
  "status": "success",
  "message": "Project updated successfully",
  "data": {
    "pid": "encrypted_id"
  }
}
Error:
· Project not found 

🔹 5. Delete Project
POST /api/delete-project/{pid}
Purpose:
Delete project
Returns:
{
  "status": "success",
  "message": "Project deleted successfully"
}
Error:
· Project not found
Notes:
· pid can be encrypted or raw.
· Validation uses project_title, project_role, start_date, project_status, etc.

API: Education
Routes:

🔹 1. Create Education
POST /api/education
Purpose:
Add education record
Required Fields:
· education_level 
· start_year 
· education_status 
Returns:
{
  "status": "success",
  "message": "Education record created successfully",
  "data": {
    "eid": "encrypted_id",
    ...
  }
}
Error:
· Unauthorized 
· Validation error 

🔹 2. Get Education
GET /api/get-education
Purpose:
Get all education records
Returns:
{
  "status": "success",
  "data": [
    {
      "eid": "encrypted_id",
      "education_level": "ug",
      "institution": "...",
      "achievement": {
        "eduactivities": "...",
        "eduachievement": "..."
      }
    }
  ]
}
Error:
· Unauthorized 
· Candidate not found 

🔹 3. Edit Education
GET /api/edit-education/{eid}
Purpose:
Get single education details
Returns:
{
  "status": "success",
  "data": {
    "education_level": "ug",
    ...
  }
}
Error:
· Education not found 

🔹 4. Update Education
POST /api/update-education/{eid}
Purpose:
Update education record
Returns:
{
  "status": "success",
  "message": "Education record updated successfully",
  "data": {
    "eid": "encrypted_id",
    ...
  }
}
Errors:
· Unauthorized 
· Record not found 
· Invalid data (e.g. end_year < start_year) 
· Not allowed (other user data) 

🔹 5. Delete Education
POST /api/education-delete/{eid}
Purpose:
Delete education record
Returns:
{
  "status": "success",
  "message": "Education record deleted successfully"
}
Errors:
· Unauthorized 
· Record not found 
· Not allowed
Validation includes:
· education_level required
· start_year required for create
· education_status required (ongoing|completed)
· score and gradingsystem optional but validated

API: Employment
Routes:
🔹 1. Create Employment
POST /api/employment
Purpose:
Add work experience
Required Fields:
· company_name 
· job_title 
· employment_type 
· start_date 
Returns:
{
  "status": "success",
  "message": "Employment added successfully.",
  "data": {
    "wid": "encrypted_id",
    ...
  },
  "warning": "optional warning"
}
Error:
· Unauthorized 
· Candidate not found 
· Validation error 

🔹 2. Get Employment
GET /api/get-employment
Purpose:
Get all employment records
Returns:
{
  "status": "success",
  "data": [
    {
      "wid": "encrypted_id",
      "company_name": "...",
      "job_title": "...",
      "employmentAchievement": {
        "emp_achievement": "..."
      }
    }
  ]
}
Error:
· Unauthorized 
· Candidate not found 

🔹 3. Edit Employment
GET /api/edit-employment/{wid}
Purpose:
Get single employment details
Returns:
{
  "status": "success",
  "data": {
    "company_name": "...",
    ...
  }
}
Error:
· Employment not found 
· Unauthorized 

🔹 4. Update Employment
POST /api/update-employment/{wid}
Purpose:
Update employment record
Returns:
{
  "status": "success",
  "message": "Employment updated successfully.",
  "data": {
    "wid": "encrypted_id",
    ...
  },
  "warning": "optional warning"
}
Errors:
· Unauthorized 
· Candidate not found 
· Record not found 
· Validation error 

🔹 5. Delete Employment
POST /api/delete-employment/{wid}
Purpose:
Delete employment record
Returns:
{
  "status": "success",
  "message": "Employment deleted successfully."
}
Errors:
· Unauthorized 
· Candidate not found 
· Record not found 

⚡ Key Points
· wid = encrypted work experience ID 
· All APIs require login 
· Includes achievement data 
· Has extra logic: 
· notice period 
· current vs previous job 
· Used for employment CRUD
                                                                                                                                                                                                              Validation includes:
· company_name, job_title, employment_type, start_date required
· serving_notice boolean
· end_date optional and validated

API: Certificates
Routes:
1. Add Certificate
POST /certificate
Purpose: Add a new certificate for the logged-in user
Request Fields:
· certificate_name (required) 
· issued_by (optional) 
· certificate_date (optional) 
· certificate_expiry_date (optional) 
· certificate_expires (boolean) 
· credential_id (optional) 
· credential_url (optional) 
· certificate_status (ongoing/completed) 
Response:
{
  "status": "success",
  "message": "Certificate added successfully.",
  "data": { ...certificate_data, "cid": "encrypted_id" }
}
Errors:
· 401 → Unauthorized 
· 404 → Candidate not found 

2. Get Certificate (Single)
GET /editcertificate/{cid}
Purpose: Fetch certificate details for editing
Response:
{
  "status": "success",
  "data": { ...certificate_data }
}
Errors:
· 401 → Unauthorized 
· 404 → Certificate not found 

3. Update Certificate
POST /updatecertificate/{cid}
Purpose: Update an existing certificate
Request Fields: Same as Add Certificate
Response:
{
  "status": "success",
  "message": "Certificate updated successfully.",
  "data": { ...updated_data, "cid": "encrypted_id" }
}
Errors:
· 401 → Unauthorized 
· 403 → Not allowed (other user's data) 
· 404 → Certificate not found 

4. Get All Certificates
GET /getcertificate
Purpose: Get all certificates of logged-in user
Response:
{
  "status": "success",
  "data": [
    { ...certificate_data, "cid": "encrypted_id" }
  ]
}
Errors:
· 401 → Unauthorized 
· 404 → Candidate not found 

5. Delete Certificate
POST /deletecertificate/{cid}
Purpose: Delete a certificate
Response:
{
  "status": "success",
  "message": "Certificate deleted successfully."
}
Errors:
· 401 → Unauthorized 
· 404 → Certificate not found 
Key fields:
· certificate_name required
· certificate_date, certificate_expiry_date optional
· certificate_expires boolean
· credential_url optional
API: Candidate Dashboard
Route URL: /api/candidate-dashboard
Method: GET
Purpose: Returns candidate profile summary (adds current designation if available).
Auth: Yes
Response (success):
{
  "status": "success",
  "data": {
    "candidate_id": 123,
    "full_name": "Alex Doe",
    "current_designation": "Frontend Developer"
  }
}

API: Recent Activities
Route URL: /api/recent-activities
Method: GET
Purpose: Returns recent candidate activity log.
Auth: Yes
Request Params:
· limit (int, optional, max 20)
Response:
{
  "status": "success",
  "data": [
    { "description": "Updated resume_headline", "performed_at": "2026-03-26T10:00:00Z" }
  ]
}

API: Preview Recruiter Data
Route URL: /api/preview-recruiter-data
Method: GET
Purpose: Returns chunked preview data across sections for recruiter-facing preview.
Auth: Yes
Request Params:
· limit (int, optional)
· refresh (boolean, optional)
Response (success):
{
  "status": "success",
  "data": {
    "candidate_rid": "encrypted",
    "candidate_dashboard": { "data": { "full_name": "Alex Doe" } },
    "projects": { "data": [ { "project_id": 1, "project_title": "X" } ] },
    "meta": { "next_cursors": { "projects": 100 } }
  }
}

API: Preview Recruiter Section (chunked)
Route URL: /api/preview-recruiter-data/section/{section}
Method: GET
Purpose: Fetch chunked rows for a specific section.
Auth: Yes
Request Params:
· section (path) projects|employment|education|certificates|skills|resumes|social_links|white_papers|patents|showcase_uploads
· limit (int, optional)
· cursor (string/int, optional)
Response:
{
  "status": "success",
  "data": {
    "section": "projects",
    "rows": [ { "project_id": 1, "project_title": "X" } ],
    "next_cursor": 100
  }
}

API: Profile Showcase Page
Route URL: /api/profile-showcase-page
Method: GET
Purpose: Returns all showcase items (white papers, patents, profile uploads).
Auth: Yes
Response:
{
  "message": "Showcase data fetched successfully.",
  "reserch": [ { "pid": "enc", "reserchtitle": "Paper 1" } ],
  "patent": [ { "pid": "enc", "patent_title": "Patent 1" } ],
  "profile_uploads": [ { "pid": "enc", "item_type": "image" } ]
}

API: White Paper (CRUD)
Routes:
· /api/white-paper-page GET
· /api/white-paper-post POST
· /api/white-paper-edit/{pid} GET
· /api/white-paper-update/{pid} POST
· /api/white-paper-delete/{pid} POST
Purpose: Manage white papers.
Auth: Yes
Create Params:
· reserchtitle (string, required)
· reserchurl (url, optional)
· published_mth (string, optional)
· published_yr (string, optional)
· reserch_desc (string, optional)
Create Response:
{
  "status": "success",
  "message": "White paper added successfully.",
  "data": { "pid": "enc", "reserchtitle": "Paper 1" }
}
Special Logic: Max 5 white papers.

API: Patent (CRUD)
Routes:
· /api/patent-page GET
· /api/patent-post POST
· /api/patent-edit/{pid} GET
· /api/patent-update/{pid} POST
· /api/patent-delete/{pid} POST
Purpose: Manage patents.
Auth: Yes
Create Params:
· patent_title (string, required)
· patent_url (url, required)
· patent_office (string, required)
· patent_status (string, optional)
· application_no (string, required)
· patent_issuemonth (string, required)
· patent_issueyear (digits:4, required)
· patent_desc (string, required)
Response (create):
{
  "status": "success",
  "message": "Patent added successfully.",
  "data": { "pid": "enc", "patent_title": "Patent 1" }
}
Special Logic: Max 5 patents.

API: Social Links (CRUD)
Routes:
· /api/social-link-page GET
· /api/social-link-post POST
· /api/social-link-edit/{sid} GET
· /api/social-link-update/{sid} POST
· /api/social-link-delete/{sid} POST
Purpose: Manage social links.
Auth: Yes
Create Params:
· platform_name (string, required)
· url (string, required, validated by long regex whitelist)
Create Response:
{

  "status": "success",
  "message": "Social link saved successfully.",
  "data": { "sid": "enc", "platform_name": "linkedin" }
}
Special Logic: Prevents duplicate platform. Updates candidate LinkedIn URL if platform is linkedin.

API: Profile Uploads (Showcase uploads)
Routes:
· /api/profile-upload-page GET
· /api/profile-upload-post POST
· /api/profile-upload-edit/{pid} GET
· /api/profile-upload-update/{pid} POST
· /api/profile-upload-delete/{pid} POST
Purpose: Upload image/video/document showcase items.
Auth: Yes
Create Params:
· item_type (string, required) image|video|document
· title (string, optional)
· desc (string, optional)
· featured (string, optional) yes|no
· image_url (file, required if item_type=image)
· video_url (url, required if item_type=video)
· document_url (file, required if item_type=document)
· thumbnail_url (string, optional)
Create Response:
{
  "status": "success",
  "message": "Upload added successfully.",
  "data": { "pid": "enc", "item_type": "image" }
}

API: Profile Photo (CRUD)
Routes:
· /api/profile-photo-page GET
· /api/profile-photo-post POST
· /api/profile-photo-edit/{pid} GET
· /api/profile-photo-update/{pid} POST
· /api/profile-photo-delete/{pid} POST
Purpose: Manage candidate profile photo with versioning.
Auth: Yes
Upload Params:
· profile_photo_url (image file, required)
Upload Response:
{
  "status": "success",
  "message": "Profile photo updated successfully.",
  "data": { "photo": "file.jpg", "pid": "enc", "status": "pending" }
}
Special Logic: Keeps max 5 versions. Pending photos cannot be deleted.

API: Video Resume (CRUD)
Routes:
· /api/video-resume-page GET
· /api/video-resume-post POST
· /api/video-resume-edit/{vid} GET
· /api/video-resume-update/{vid} POST
· /api/video-resume-delete/{vid} POST
Purpose: Manage video resumes.
Auth: Yes
Create Params:
· vdo_title (string, required)
· vdo_url (url, optional)
· video (file, required if no URL)
· thumbnail (image file, optional)
Create Response:
{
  "status": "success",
  "message": "Video resume uploaded successfully.",
  "data": { "vid": "enc", "vdo_title": "Intro" }
}
Special Logic: Max 2 videos.

API: Cover Letter (CRUD)
Routes:
· /api/cover-letter-page GET
· /api/cover-letter-post POST
· /api/cover-letter-edit/{cl_id} GET
· /api/cover-letter-update/{cl_id} POST
· /api/cover-letter-delete/{cl_id} POST
Purpose: Manage cover letters.
Auth: Yes
Create Params:
· coverlater_title (string, required)
· coverlater_content (string, required)
· job_associated (string, optional)
Create Response:
{
  "status": "success",
  "message": "Cover letter added successfully.",
  "data": { "cl_id": "enc" }
}
Special Logic: Max 2 cover letters.

API: Notification Settings (full settings)
Routes:
· /api/notifications/settings GET
· /api/notifications/visibility POST
· /api/notifications/settings POST
· /api/notifications/reset-default POST
Purpose: Manage notification settings and visibility presets.
Auth: Yes
Visibility Update Params:
· visibility (string, required) all|recruiters|specific
Response:
{ "success": true, "message": "Visibility settings updated successfully" }
Settings Update Params:
· email_settings (object, optional)
· sms_settings (object, optional)
· whatsapp_settings (object, optional)
· push_settings (object, optional)
· email_frequency (string, optional)

API: Notification Settings (job alerts only)
Routes:
· /api/notification-settings GET
· /api/notification-settings POST
Purpose: Get/update only job alert notification toggles.
Auth: Yes
GET Response:
{
  "status": "success",
  "data": {
    "email_job_alerts": true,
    "sms_job_alerts": false,
    "whatsapp_job_alerts": false
  }
}
POST Params:
· email_job_alerts (boolean, optional)
· sms_job_alerts (boolean, optional)
· whatsapp_job_alerts (boolean, optional)

API: Job Alerts (CRUD)
Routes:
· /api/get-job-alerts GET
· /api/job-alert POST
· /api/edit-job-alert/{id} GET
· /api/update-job-alert/{id} POST
· /api/delete-job-alert/{id} POST
Purpose: Manage job alerts.
Auth: Yes
Create Params:
· title (string, required)
· keywords (array, optional)
· location (string|array, optional)
· min_salary (number, optional)
· max_salary (number, optional)
· job_type (array, optional)
· experience_level (string, optional)
· frequency (string, required) Daily|Weekly|Bi-weekly
· email_notifications (boolean, optional)
· sms_notifications (boolean, optional)
· whatsapp_notifications (boolean, optional)
· is_active (boolean, optional)
Response:
{
  "status": "success",
  "data": { "aid": "enc", "title": "Frontend Alerts" }
}
Special Logic: Max 10 alerts. Location limited to 5 entries.

API: Block Company (CRUD)
Routes:
· /api/block-company-page GET
· /api/block-company-post POST
· /api/block-company-delete/{b_id} POST
Purpose: Block employers from search/recommendations.
Auth: Yes
Create Params:
· employer_id (int, required)
· reason (string, optional)
Response:
{
  "status": "success",
  "message": "CompanyBlocked SucessFully.",
  "data": { "b_id": "enc", "employer_id": 10 }
}

API: Change Password
Route URL: /api/change-password
Method: POST
Purpose: Change password, requires OTP if 2FA enabled.
Auth: Yes
Params:
· current_password (string, required)
· new_password (string, required, confirmed)
· new_password_confirmation (string, required)
· otp (string, optional if 2FA)
Response (OTP required):
{ "status": "otp_required", "message": "OTP required to change password" }
Response (success):
{
  "status": "success",
  "message": "Password updated successfully",
  "data": { "user_id": 123 }
}

API: 2FA (SecurityController)
Routes:
· /api/generate-2fa POST
· /api/verify-2fa POST
· /api/disable-2fa POST
· /api/reset-2fa POST
· /api/2fa-status GET
Purpose: Manage 2FA enrollment/disable/reset.
Auth: Yes
Generate Response:
{ "status": "success", "qr_code": "data:image/png;base64,..." }
Verify Params:
· otp (string, required)
Verify Response:
{ "status": "success", "message": "2FA Enabled" }
Status Response:
{
  "status": "success",
  "data": { "two_factor_enabled": true, "has_password": true }
}

API: Profile Completion Summary
Route URL: /api/complete_profile
Method: GET
Purpose: Returns completion percentage across sections.
Auth: Yes
Response:
{
  "status": "success",
  "completion_percentage": 78,
  "data": {
    "education": true,
    "employment": false,
    "skills": true
  }
}

API: Education Meta Data
Routes:
· /api/education-medium GET
· /api/education-board GET
· /api/degrees/{type} GET
· /api/specializations/{degree_id} GET
· /api/phd GET
Purpose: Fetch drop-down lists.
Auth: Yes
Response:
{ "success": true, "data": [ { "id": 1, "name": "..." } ] }

API: Jobs - Recommended
Route URL: /api/recommended-jobs
Method: GET
Purpose: Recommended jobs for candidate.
Auth: Yes
Query Params:
· limit (int, optional, max 100)
· pool (int, optional, max 2000)
Response:
{
  "status": "success",
  "data": [ { "score": 0.92, "job": { "job_id": 10 } } ]
}

API: Jobs - All Jobs (Search/List)
Route URL: /api/all-job
Method: GET
Purpose: Search/filter all active jobs.
Auth: No (but accepts token for candidate-specific flags)
Query Params (common):
· search, industries, category, locations, functional_areas, job_role
· work_types, job_types, employer_ids
· posted_within_days, salary_min, salary_max
· experience_levels, experience_min, experience_max
· sort, per_page, compact, include_user_flags
Response:
{
  "status": "success",
  "data": { "data": [ { "job_id": 1, "job_title": "..." } ] }
}

API: Job Detail
Route URL: /api/job/{id}
Method: GET
Purpose: Job detail. Accepts numeric ID or encrypted ID.
Auth: No
Response:
{
  "status": "success",
  "data": { "job_id": 10, "employer": { "logo": "..." } }
}

API: Job Applied
Route URL: /api/job-applied
Method: POST
Purpose: Mark job as applied.
Auth: Yes
Params:
· job_id (int, required)
Response:
{
  "status": "success",
  "message": "Job applied successfully.",
  "data": { "applied_job_id": 100 }
}

API: Job Events (track)
Route URL: /api/job-events
Method: POST
Purpose: Track impression/click/save/apply.
Auth: Yes
Params:
· job_id (int, required)
· event_type (string, required) impression|click|save|apply
· source (string, optional)
Response:
{
  "status": "success",
  "message": "Event tracked successfully.",
  "data": { "event_type": "click" }
}

API: Applied Jobs
Route URL: /api/applied-jobs
Method: GET
Purpose: List applied jobs.
Auth: Yes

API: Shortlisted Jobs
Routes:
· /api/shortlisted-jobs GET
· /api/shortlisted-jobs POST
· /api/shortlisted-jobs/{jobId} DELETE
Purpose: Save/remove jobs.
Auth: Yes
POST Params:
· job_id (int, required)

API: Locations
Routes:
· /api/locations/countries
· /api/locations/countries/{countryId}/states
· /api/locations/countries/{countryId}/cities
· /api/locations/states/{stateId}/cities
· /api/locations/all-cities
· /api/locations/search
Purpose: Country/state/city data and search.
Auth: No
Search Params:
· search (string)
· type (string) all|country|state|city

API: Industries / Roles / Employers (Public)
Routes:
· /api/get-industries
· /api/get-functional-areas
· /api/get-functional-roles/{funarea_id}
· /api/job-categories
· /api/job-roles
· /api/job-roles/top-skills
· /api/job-industries
· /api/get-employers
Purpose: Fetch dropdown lists for jobs search and homepage.
Auth: No

API: Home Page Data
Routes:
· /api/home/top-employers
· /api/home/candidate-count
· /api/home/employers-page
Purpose: Homepage counts and employer listings.
Auth: No

API: Vault (Candidate Documents)
Routes:
· /api/create-vault-folder POST
· /api/upload-vault-file POST
· /api/vault-folders GET
· /api/vault-files GET
· /api/vault-file/{fileId}/view GET
· /api/vault-file/{fileId}/download GET
· /api/vault-file/{fileId}/rename POST
· /api/vault-file/{fileId} DELETE
· /api/vault-folder/{folderId} DELETE
Purpose: Manage candidate vault files/folders.
Auth: Yes
Create Folder Params:
· folder_name (string, required)
Upload Params:
· file (file, required)
· folder_id (int, optional)
Responses: standard JSON { "message": "...", "data": {...} }
Special Logic: max 10 folders, max 30 files, file type whitelist.

API: External Images (file response)
Route URL: /api/external-images/{path}
Method: GET
Purpose: Serve company banner/logo from filesystem.
Auth: No

